Abstract. For cryptographic systems the method of confusion and diffusion is used as a fundamental technique to achieve security. Confusion is reflected in nonlinearity of certain Boolean functions describing the cryptographic transformation. In this paper, we present two balanced boolean functions which have low Walsh spectra and high nonlinearity. In the proof of the nonlinearity, a new method for evaluating some exponential sums over finite fields was provided.
Introduction
Boolean functions have wide applications in cryptography and coding theory. Let F 2 n be the finite field of 2 n elements and f : F 2 n → F 2 be a Boolean function. For every nonnegative integer r ≤ n, we denote by nl r (f ) the minimum Hamming distance of f and all functions of algebraic degrees at most r (in the case of r = 1, we shall simply write nl(f )). In other words, nl r (f ) equals the distance from f in its truth table representation to the Reed-Muller code RM (r; n) of length 2 n and of order r. This distance is called the r-th order nonlinearity of f . In application, a Boolean function should have a high nonlinearity to ensure the cipher to defense linear approximation attack [1, 3, 14] .
The conception of bent functions was defined by Rothaus in 1976 [18] . In words of coding theory, bent functions are those ones whose Hamming distance to the ReedMuller code of order 1 equal to 2 n−1 − 2 n/2−1 (where the number n of variables should be even), this distance is the maximum possible distance for a boolean function can obtain. Thus, bent functions have the best nonlinearity, therefore, such functions have been widely studied and have received a lot of attention in the literature on cryptography, coding theory, communication, and sequence design. Bent functions also have some combinatorial properties which can be applied in experimental design etc., see for example, [3, 6] and the references therein. However, the number of variables of a bent function should be even, and a bent function can not be balanced. These shortcomings restrict the application of bent functions.
In order to overcome these shortcomings, Chee, Lee and Kim [5] introduced semi-bent functions at Asiacrypt' 94, those functions have no longer restrictions on the number of variables. Like bent functions, semi-bent functions are also widely studied in sequences and in cryptography (e.g., in the design of stream ciphers) [22] . It is known that semi-bent functions can be balanced and have maximal nonlinearity among balanced plateaued functions and can possess desirable properties such as low autocorrelation, propagation criteria, resiliency, and high algebraic degree etc. [19] , [23] , [24] . However, there is only a few known constructions of semi-bent functions, almost all of them are derived from the trace function of a power polynomials, i.e., Tr(x d ), for a suitably chosen d, see [4, 19, 21, 22] . In view of this situation, Boolean functions with low Walsh spectra have their own meaning.
In the study of bent functions and semi-bent funxtions, two kinds of functions are often involved, namely, f 1 (x) = Tr(λx 2 m +1 ) and f 2 (x) = Tr(x (2 m −1)s ), where Tr is the trace function from the finite field F 2 2m to F 2 . In this note, we present a construction of Boolean functions which have low Walsh spectra using an "interleaving" technique. In an explicit expression, our constructions are f λ,µ (x) = Tr(λx 
where µ ∈ F * 2 m and λ is a element in F 2 2m satisfying λ + λ 2 m = 1. The main contribution of this note is to calculate the Walsh spectra of the functions in (1.1) and (1.2). We will show that the Walsh spectra of f λ,µ (resp. g λ,µ ) is at most five-valued and each value is divided by 2 m , and the nonlinearity is bigger than or equal to 2
. This nonlinearity is close to the possible maximum value 2 n−1 − 2 m−1 . When m is odd, the function g λ,µ is balanced. Comparing with bent functions, the nonlinearity of those functions in forms (1.1) and (1.2) are near optimal, and they can be changed to balanced function by adding a linear function while bent functions can not. Moreover, these two functions have higher algebraic degree than that of those related bent functions. In this sense, we proposed a new method for constructing new balanced boolean functions with low Walsh spectra and high nonlinearity. In addition, in this proof of the nonlinearity, we provide a new method for computing some exponential sums over finite fields, the explicit value of certain exponential sums were obtained.
Notations and Preliminaries

Trace representations of Boolean functions.
Let n be a positive integer and F 2 n be the finite field with 2 n elements. A Boolean function on F 2 n is an {0, 1}-valued function from F 2 n to F 2 .
For any positive integer n, and for any positive integer k dividing n, the trace function from F 2 n to F 2 k , denoted by Tr n k , is the mapping defined as
In particular, the absolute trace over F 2 is the function Tr
Recall that, for every integer k dividing n, the trace function satisfies the transitivity property, that is, for all x ∈ F 2 n , it holds that [13] Tr n 1 (x) = Tr
It is known [3, 19] that every nonzero Boolean function g defined on F 2 n has a unique trace expansion of the form
where Γ n is the set of integers obtained by choosing one element in each cyclotomic coset of 2 modulo (2 n − 1) and o(j) is the size of the cyclotomic coset of 2 modulo (2 n − 1) containing j, a j ∈ F 2 o(j) , and ǫ = wt(g) modulo 2 where wt(g) is the Hamming weight of the image vector of g, that is, the cardinality of its support set Supp(g) := {x ∈ F 2 n |g(x) = 1}.
For every positive integer r, let r = j r j 2 j be the 2-adic representation of r. Denote wt(r) = j r j . For every polynomial
is called the algebraic degree of f . In order to defense algebraic attack on some cryptography protocol, functions with high algebraic degree are desirable. See [2, 3] for details.
2.2.
Walsh transform and nonlinearities of Boolean functions, bent-functions, semi-bent functions. Let f be a Boolean function from F 2 n to F 2 .
Definition 2.1. For every element a ∈ F 2 n , the Walsh (Hadamard) Transformation of f at the point a is defined by
) is called the truth table representation of f , where γ is a fixed primitive element of F 2 n . Set 0 = γ −∞ . The Hamming distance of two Boolean functions f and g, denoted by d(f, g), is defined by the number of distinct corresponding coordinates of the truth table representation of these functions, i.e.,
The r-th nonlinearity of f is defined by the minimum Hamming distance of f and all the Boolean functions of degree less than or equal to r, i.e.,
When r = 1, it deduces the nonlinearity of f as
The possible maximum value of the nonlinearity of a Boolean function is 2 n−1 − 2 n/2−1 , see [2] for details.
where A is a constant and p is a prime.
It is well known that the maximal algebraic degree of a binary bent function from F 2 2m to F 2 is m. (see [18] ).
2.3. Polar decomposition. Let n = 2m. Denote the subgroup of (2 m +1)-th roots of unity in F 2 n by S, i.e., S = {z ∈ F 2 n |z 2 m +1 = 1}. For every x ∈ F * 2 n = F q \ {0}, there is a unique polar decomposition of x as x = yz where y ∈ F * 2 m and z ∈ S. In fact, y = x
m by x. Then for every x ∈ F * 2 n , x ∈ F 2 m if and only if x = x, and x ∈ S if and only if x = x −1 . it is evident that for every x ∈ F * 2 n , one has that x + x, xx ∈ F 2 m and x/x, x/x ∈ S. Note that x → x is an isomorphism of the finite field F 2 n .
Kloosterman sums. For every
where we put k
See [13] for details. Note also that the values of Kloosterman sums over F 2 m were determined by Lachaud and Wolfmann in [12] .
Main results
In this section, we always assume that n = 2m is an even positive integer. We fix the notations as in the previous section.
Before we go to present our main results on the Walsh spectra of the functions f λ.µ and g λ,µ , we quote a lemma which will be used frequently in the sequel.
Moreover, the mapping u → Tr 3.1. Walsh spectra of f λ.µ . In this subsection, we prove the following main result of this note.
Theorem 3.2. Define a Boolean function
where λ is an element in F 2 n satisfying λ + λ = 1 and µ ∈ F * 2 m . Then the Walsh spectra of f λ,µ is contained in the set
As a consequence, the nonlinearity of f is
Note that the algebraic degree of f λ,µ is m + 1 and thus it can not be bent. However, from Theorem 3.2, the function f λ,µ still has a relatively high nonlinearity.
Proof. Define two sets T 0 and T 1 as
It is obvious that for a = 0,
where S 0 (a) and S 1 (a) denote the two summations. Since
we have
By the condition that λ + λ = 1, it follows that Let a = a 0 a 1 be the polar decomposition of a. In fact, a 0 = (aa)
By Lemma 3.1 and the fact that
Similarly, we have 
For the first summation, we have
where
In what follows, we still use µ instead of µ ′ . This does not matter
If Tr m 1 (aa) = 1, then 1 + az + az −1 = 0 has two distinct roots θ 1 and θ 2 in S. In this case, we have
where A = (−1)
where k m (µ) is the Kloosterman sum. See for example [4, 9] .
If Tr m 1 (aa) = 0, then 1 + a 0 z + a 0 z −1 has no root in S. In this case, we have (3.6)
Tr(µ(z+z
Therefore, we have 
For the first summation, we have 
which again by Lemma 3.1 is equal to 0 for even m and equal to 2(−1) . By the fact that A, B ∈ {0, −2, 2}, we know that the spectra of f is contained in the set {0, ±2 m , 2 m+1 , 3 · 2 m }. Denote by N i the number of a ∈ F 2 n such that W f (a) = 2 m i, i = −1, 0, 1, 2, 3. Then by the inverse of the Walsh transformation and Parseval's equality, we have
Below, we show that N 0 > 0 which also implies that f λ,µ is not a bent function. We assume that m is odd (the case of m is even can be handled similarly). Since θ 1 + θ 2 = 1/a, τ 1 + τ 2 = 1/(a + 1), it follows from (3.11) that the set of those elements a such that W f (a) = 0 contains the set (1 − (−1)
(−1)
Now, we compute that
Therefore, one has that
By [15] , Theorem 2, we know that
Thus we have from Lemma 2.3 that
when m > 2. This proves that N 0 > 0. Walsh spectra and the frequency of the function f λ,1
We find that if we choose different µ, then the frequency may be different. In other words, the frequency is related to the choice of µ.
3.2.
Walsh spectra of g λ,µ . In this subsection, we study the Walsh spectra of g λ,µ . The main result of this subsection is the following where λ is an element in F 2 n satisfying λ + λ = 1 and µ ∈ F * 2 m satisfying k m (µ) = −1. Then g λ,µ is balanced and its Walsh spectra is at most five-valued and are contained in the set {0, ±2 m , ±2 m+1 }.
The nonlinearity of g λ,µ is
Note that the function g λ,µ has algebraic degree m + 1 as well, thus it can not be bent also, but its nonlinearity is close to the maximum possible value of a Boolean function can achieve. Moreover, we shall see that this function can be balanced by a suitable choosing of the parameters m and µ.
Proof. We prove the first statement in this subsection, the proof of the nonlinearity is left in the next subsection.
It is obvious that
Thus we have
Using the polar decomposition, we have
x∈T1
By (3.5), we know that
and y∈F * 2 m ,z∈S
Thus,
and
Hence, when m is odd and k m (µ) = −1, then g λ,µ is balanced; if m is even, g λ,µ is not balanced. For any a ∈ F * 2 n , we have
The first summation is S 0 (a) in (3.4). For the second summation, we have
If a = 1, then similarly we have
Therefore, when a = 0, 1, by (3.4) we have 
Since C ∈ {0, ±2}, the desired result follows. Walsh spectra and frequency of the values of the function g λ,µ with km(µ) = −1 3.3. The proof of the nonlinearity. If we denote by N i the number of a ∈ F 2 n such that W g (a) = 2 m i, i = −2, −1, 0, 1, 2, then we get
In what follows, we give an explicit formula for N 0 in terms of some exponential sums. We assume that m is even in next sequel, while the case of m is odd can be settled similarly. It is evident that 
Note that the term in the right hand side of the equation is zero when χ n (a) = −1.
Thus substituting a by a + 1 in the second equation leads to
Hence, it follows that
(substituting a by a + 1 leads to) = a∈F 2 n \F2
(1 + χ n (a))(1 − χ n (µ 2 a/a))(1 + χ n (µ 2 a + 1/(a + 1)) (adding the above two equations and dividing by 2 leads to)
Therefore, we have that
For the sum a∈F 2 n \F2 χ n (µ 2 a+a a 2 +a ), we have the following result which has its own independent meaning. Theorem 3.6. Let µ ∈ F * 2 m . Then (3.14)
Proof. In order to prove the theorem, we need to use another decomposition of elements in F 2 n instead of the polar decomposition. Denote
Then E is an affine subspace of F 2 n /F 2 . For every x ∈ F * 2 n \ F 2 m , there is a unique pair (u, λ) ∈ F * 2 m × E such that x = uλ. If x ∈ F 2 m , we just write x = u. This decomposition is unique, for if there are u 1 , u 2 ∈ F * 2 m and λ 1 , λ 2 ∈ E satisfying
which implies that u 1 = u 2 and λ 1 = λ 2 . Counting the number of elements of the related sets leads to the claim.
We have the following more facts about the new decomposition of elements in
This Fact follows with the transitivity of the trace maps. Fact (2) The map σ : E → F 2 m ; λ → λλ is a two-to-one map, the image set is precisely the set of elements in F 2 m which is of trace one.
Below we give a explanation of Fact (2): It is obvious that there are two elements λ 1 , λ 2 ∈ E satisfying λ 1 λ 1 = λ 2 λ 2 = a for some a ∈ F 2 m if and only if λ 1 , λ 2 are the two distinct roots of the equation Since
By the Fact (2), one has that
one has that
Therefore, we have This completes the proof.
For the sum a∈F 2 n \F2 χ n (a + µ Therefore, by (3.13) and (3.14), (3.17), we get that N 0 = 3 8 (2 n + 4R(u)) = 3 2 (2 n−2 + R(u)).
We claim that there is at least one pair of (u, v) with Tr For the cases of m < 8, the fact of N 0 > 0 were verified by using Magma. Therefore, the claim is proved and then |R(µ)| < 2 n−2 which leads to N 0 > 0. Thus g λ,µ can not be a bent function. Moreover, from N 0 > 0, one has that at least one of the numbers N 2 and N −2 is nonzero, and the nonlinearity of the function is 2 n−1 − 2 m .
